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1. Introduction

1.1 Overview

This whitepaper outlines how to perform live backups of your Exchange Server's entire information store
database. If you need to backup individual mailboxes from an Exchange Server see our Exchange Mailbox
Add-on whitepaper located on our online education centre: http://www.backupassist.com/education

1.2 Requirements

To backup and restore your Exchange Server information store using BackupAssist you need the following:

BackupAssist v5

Windows 2000, XP, Server 2003, or Server 2008.

Microsoft Exchange Server 2000, 2003, or 2007

Windows Backup (NTBackup) / Windows Server Backup (wbadmin)

The Windows Backup program includes facilities to perform live, online backups of an Exchange server.
This means that the Exchange Server does not have to be stopped to perform an Exchange backup.

BackupAssist uses this feature of Windows Backup, whilst also working around several bugs in Windows
Backup to deliver a reliable solution. Using BackupAssist you can select and backup local and remote
Exchange Server storage groups, which can then be used to restore an entire Exchange server, including
public folders.

BackupAssist also comes with a plug-in into Windows Server Backup (Server 2008) that makes it Exchange
aware and capable of properly backing up Exchange Server 2007. This overcomes the limitation that
Windows Server Backup is natively not Exchange aware.

1.3 Remote backup of Exchange 2007 requirements

If you are attempting to backup a remote Exchange 2007 server you will need to install the Exchange Server
Management Tools on the machine where BackupAssist is installed. BackupAssist should be installed on a
machine running Windows 2000, XP or 2003.

1.

If you have installed BackupAssist on a 32-bit operating system:

Download and install the Exchange Server 2007 Management Tools (32-bit):
http://www.microsoft.com/downloads/details.aspx?familyid=6BE38633-7248-4532-929B-
76E9C677E802&displaylang=en

If you have installed BackupAssist on a 64-bit operating system:

Install the Exchange Server 2007 Management Tools (64-bit) from the installation disc or download that
was used to install Exchange 2007 on your remote server.

In addition, if you have installed a version of Exchange Server 2007 that came pre-packaged with Exchange
2007 Service Pack 1, you will need to make a small alteration to the Windows registry due to a change made by
Microsoft.

Note: if you installed Service Pack 1 after installing Exchange Server 2007 the change should not be required.

© Cortex |.T. 2001-2007
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Excerpt from Microsoft article:

As part of the Microsoft continuing security initiatives, Microsoft Exchange Server 2007 Service Pack 1 (SP1)
introduces a behavior change designed to reduce the attack surface of the system. This change directly affects
remote streaming backups on Windows Server 2003.

To adhere to the Microsoft Secure by Default initiative, the remote streaming functionality disabled (server-wide)
in Exchange 2007 SP1 is disabled by default. A manual override in the form of the following registry value must
be enabled to restore this functionality:

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services\MSExchangelS\ParametersSystem
Name: Enable Remote Streaming Backup

Type: DWORD

Value: 0 = default behavior (remote backup disabled); 1 = remote backup enabled

Refer to http://technet.microsoft.com/en-us/library/aa998870.aspx for full instructions.
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2.Backing up an Exchange Server on Windows XP,
2000 or Server 2003

2.1 Creating a backup job

Before you can select your Exchange Server for backup you will need to first create a backup job in
BackupAssist. If you already have a backup job configured for this purpose you should skip to section 2.2.

If you are running BackupAssist on a Windows 2000, XP, or 2003 machine and need to backup Exchange Server
either locally or remotely, complete the following to create a backup job:

Note: refer to section 1.3 for remote Exchange backup requirements.

1. Launch BackupAssist and from the File menu select New backup job.
2. Select NTBackup and click Next.

3. Continue configuring your backup job according to your requirements. Exchange backup will be
configured once the job creation is complete.

4. If you do not need to select data in the Files and folders step click Next and then Ignore when prompted.

Once you have created your backup job you will be presented with the job edit window:

£ BackupAssist v4 ==

Ble Edt View Settings Jobsettings  Quickactions  Help

B woniter [ Reports [ Events KW Restore g Setings @5

n- Job

Job settings Job - Overview
BRI | 7 | 0 rcrs

< Destination

The Following is a summary of the job configuration:

©F scheduing Destination: () Local directory vizw settings
7 Calondar Schedue: ‘] Most recent ful view seltings
L} Files and foldsrs
¥ Job name and description @
™ Exchange Servers
% Job status @
) sqL Servers
& Motifications @ b s currently active

W Surints Activate | Active jobs will run according to the scheduls specified in the Scheduling Section

Suspended jobs can only be run manually from the Quick actions menu (left), or by

) NBackup options using aDesktop Shartcut (also available in the Quick actions men.)

[# Open files

) left = R nline

% Contact support!

We will now discuss how to add an Exchange Server to your backup job using the Exchange Servers Window.
There are two types of Exchange Server backup available:

e Information store: entire Exchange server database

e Individual mailbox: brick-level backup of user mailboxes (requires the Exchange Mailbox Add-on)

We will only be focusing on Exchange information store backup in this whitepaper. Refer to the Exchange
Mailbox Add-on white paper for details on how to backup individual mailboxes.

2.2 Adding an Exchange Server to your backup selections
To add Exchange Server backup to your NTBackup job configuration:
1. From the left menu under Job settings select Exchange Servers.

2. Within the Exchange Server selection section click Add Exchange Server. A window will appear that
displays all of the available Exchange Servers on the network.
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£ BackupAssist v4 O

File  Edit  Wiew  Settings  Job settings Quick actions  Help

Job settings Job - Exchange selections

A Cwerview % Erchanna Sarver calartion

BackupAssist

._5_3 Destination

525 Exchange server addition

% Scheduling el
Autodetecting available Exchange servers @ Backu DAB%ISJE bdd Exchanae Server...
[ Calendar
¥ Mai Thege Exch ilable for backup: @
Ii-j Files and Folders ESE CHChange seryers are avanable ror backup:
| L CORTEX-CAZ4RIES
¥ Mai a@

| ¥ Exchange Servers

J 50L Servers
day Motifications

b SCripts

[ Cpen files

2 NTEackup options

To add the available servers to your backup click Add.

Quick actions > Apply changes Cancel

% Contact support! fal mo 30 =ft in trial

Note: Exchange Servers residing on a different domain to that of the machine where BackupAssist is
installed will not be detected and cannot be backed up.

3. Click Add to add all of the available Exchange servers to your backup selections.

4. Check Backup storage groups for each Exchange Server you want to backup.

5.  Now select which storage groups to backup for each Exchange Server:

0 Check Select all storage groups if you wish to backup all storage groups and any future storage
groups that are created (recommended). You can exclude specific storage groups if required by
unchecking them, but all future storage groups created will still be backed up.

o Or, leave Select all storage groups unchecked and individually check each storage group to
backup. No storage groups created in the future will be backed up, only those selected.

6. Click Apply changes when you have finished making your selections.

2.3 Performing a backup of your Exchange Server

To test your Exchange Server backup you can either run your backup job manually or wait for the next scheduled
backup to occur.

For NTBackup jobs BackupAssist backs up your Exchange Server during the second phase of the backup
process, after the selected data files and system state (both optional) have been backed up. This helps to
eliminate an issue with Windows Backup (NTBackup) where a backup of both the system state and Exchange
Server information store in the same pass fails.

To run a backup of your Exchange Server manually:

1. Click Quick actions from the top menu of BackupAssist and select Run now.

2. Choose Run a future backup and click Run.
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During the backup process you can view the job’s progress in the Monitor window:

Backuphssist - Monitor

@

Recent jobs monitor

Yiew running, of recently completed jobs

(41 Job {3{15/2008 4:49:36 PM)

Divivee: |CORTER-Caz4xIBSMicrosoft Information Store\Fir
@ Selections Check
Status: |Backing up files From your computer, ..
@ Checking destination
% Preparing for file backup Progress:
) Phase One Backup
() Phase Two Backup [IIEEN 50.0%

Carnpile media usage report

Processing: |

Processed

Files: 3
Bytes: 5,413,914

ME[Sec: 4.21

&Y Refresh Repart

Notice that for NTBackup jobs it is during Phase Two that the information store of your Exchange Server is
backed up.

2.4 Examining your backup logs

Once the backup completes, to ensure that your Exchange Server was backed up correctly you should examine
the backup report:

1. Click Reports in main navigation bar of BackupAssist.
2. Double-click the latest report in the list of a job that includes Exchange.

3. For your NTBackup job, scroll down to the specific section in the report for Exchange Server backup:
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£ Exchange Server

& Job - Wednesday, March 19, 2008 M=l =

[

EBackup of "CORTEX-CAZ4MIES\Microsoft Information ZtorehFirst Storage Group"
Backup set #Z on media #1

Backup description: "Set created 3/719/Z008 at 4:54 PM"

Media name: "Z008-03-18_bkf created 271372008 at 4:45 PM"

Backup Type: MNormal

EBackup started on Z/15/2Z008 at 4:E54 PH.
Backup completed on 3/13/2008 at 4:54 PM.
Directories: 3

Files: 2

Eytes: 8,413,914

Time: 3 seconds

Verify of "CORTEX-CAZ4XIBS\Microsoft Information Store’First Storage Group"
Backup set #Z2 on media #1

Backup description: "Set created 371972008 at 4:54 PM"

Verify started on 31972008 at 4:54 PI.

Werify completed on 3/13/2008 at 4:54 PM.

Directories: 3

Files: 0O

Different: 0O

Eytes: 5,413,314

Time: 1 second

“CORTEX-CAZ4XIBE'Microsoft Information Store'First Storage Group™ Selections - §.02MB Backup @ erify @

Backup of "CORTEX-CAZ4XTIEZ\Microsoft Information StorelSecond Storage Group"
EBackup set #2 on media #1

Backup description: "Set created 2719/Z008 at 4:54 PM"

Media name: "Z008-03-18_bkf created 2/13/2008 at 4:45 PM"

Backup Type: MNormal

EBackup started on Z/15/2Z008 at 4:E54 PH.
Backup completed on 31272008 at 4:54 PM.
Directories: 3

File=s: 3

Eytes: 25,191,162

Time: & seconds

Verify of "CORTEX-CAZ4XIES \Microsoft Information ZtorehSecond Storage Group"
EBackup set #2 on media #1

Backup description: "Set created 371972008 at 4:54 PM"

Verify started on 3IF19/Z008 at 4:54 PM.

Werify completed on 3/13/2008 at 4:54 PM.

Directories: 3

Files: 0O

Different: 0O

Bytes: ZE5,191,16E

Time: 1 =second

“CORTEX-CA24XIBE Microsoft Information Store'Second Storage Group” Selections - 24MB Backup @ erify @

In this example, two different storage groups were backed up. The report will indicate that status of the
backup and verify of each storage group selected. Successful backup and verification is denoted by a green

tick @ and unsuccessful backup and verify with a red cross Q.

© Cortex |.T. 2001-2007
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3. Backing up an Exchange 07 Server on Server 2008

3.1 Creating a backup job

If you are running Exchange Server 2007 on Server 2008 and want to back it up locally with BackupAssist,
complete the following to create a backup job:

1. Launch BackupAssist and from the File menu select New backup job.

2. Select Windows Imaging and click Next.

3. Configure your backup job according to your requirements, and ensure that you select the volumes that
contain your system data and Exchange data when choosing what files to backup.

Once you have created your backup job you will be presented with the job edit window. Exchange will be backed
up automatically when your backup job runs at its scheduled time.

Exchange Server data will be automatically backed up as long as the volumes where your system data and
Exchange data reside have been selected in the Volume selection window (access ‘job settings’ from the left
menu).

3.2 Performing a backup of your Exchange Server

To test your Exchange Server backup you can either run your backup job manually or wait for the next scheduled
backup to occur.

For Windows Imaging jobs, when the backup runs, BackupAssist will automatically detect if Exchange Server
2007 is installed, and if installed, it will perform the consistency checks and log file truncation required to correctly
backup Exchange Server

To run a backup of your Exchange Server manually:

1. Click Quick actions from the top menu of BackupAssist and select Run now.
2. Choose Run a future backup and click Run.

During the backup process you can view the job’s progress in the Monitor window:

& BackupAssist 5.2.0 =] B3

File  Edit Yiew Settings Help

@ Home a Jobs . Reports ‘ Events @ Restore d: Settings £ BackupAssist

Jobs in progress BackupAssist - Monitor

~ Image to USE HDD 2 > @
‘-ﬁ (27/02/2009 5:02:29 Recent jobs monitor
PM)

View running, or recently completed jobs

3 Image to USE HDD (27/02/2009 5:02:29 PI) Start date & time: [e7inziz009 S:02:33 P10

Recent jobs o Sheck selectians Running time: |0 hours 1 minutes
& Check destination

Progress log:
@ Job(1) (27/02{2009 a . . d q
10:27:10 AM) & Preparing for image backup ;]

& V55 snapshot & consistency checks

Retrieving volume information. ..

; S PR
) Backingvp drive “ Ll This would backup volume SBS08-System(C:) to G:.

Gomple usage frepor Backup to G: is starting.
Eject media
Creating the shadow copy of volumes requested for backup,
Generate reports Running consistency check for application Exchange.

Running backup of volume SBS08-System{C:), copied (1%).|

LCancel backup

Purchase online...

% Contact support! Trial mode: 27 day(s) left in trial
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3.3 Examining your backup logs

Once the backup completes, to ensure that your Exchange Server was backed up correctly you should examine

the backup report:
1. Click Reports in main navigation bar of BackupAssist.

2. Double-click the latest report in the list of a job that includes Exchange.

3. For Windows Imaging jobs your backup report will include an Exchange Database Consistency Check
report, and the Exchange System Manager will indicate when the last full backup occurred on your

Exchange Server:

WHITEPAPER
85 Windows*Backup Made Easy Exchange Server Backup and Restore

@ System drive image to rds - Wednesday, 4 Febroary 2009

# Exchange Datahase Consistency Check Report

The Exchange Database Consietency Check task has status: Successtul ()

0EZ'J"I‘!:IQI'EI'I' FllesWicrosotiExchanys SarerdalbodFirst Storane GroupEODR Jog
e Pragram FilesWicrosoft\Exchange Serverdalbo:\First Slorage Group'E0D chi
Gl’. Program FilesWicresoMExchanne Sarverdlalbo:First Slorage Groupivailbox Dalabase sdb
@'c Frogram FilesWicrosoftiExchanpe ServerdalboxSecond Storages GrouplED* log
@ Program FilesMicrosoftiExchange ServeraibocSecond Storage GrouplEM .chic
CProgram FilesWicrozottiExchange SarveridalbodSecond Storage Group\Public Folder Databese edb

Healthy database files:

Corrupted or damaged database files  (none)

%  Drive Image Report

The Drive image fask has stefus Su:r.eas[ul-@

Image Log

Rerrieving wolume information...

This would backup volume SES08-System(C:} to F:.
Backup to Fi is starting

Creating the shadow copy of wvolumes requested for backup.
Iunning consistency chack for application Bxchange.
Backup of wolumwe SESO0E-Systen(l:) completed successfully.
Backup completed successfully

Sunmary of backup:

Backup of wolume SBS08-Systan(C:) completed successfully.

Mailbox Database Properties

General | Lirrits | Client Settingsl

Databasze path: C:\Proagram Files\MicrosaftsE schange Serversiaibe
Database copy path: E:\Exchangel CR M ailboxLocalCopiesFirst Starag
Laszt full backup: Wednezday, 18 February 2009 3:12:24 PM

Laszt incremental backup:
Status: Mounted
Modified: Wednezday, 18 February 2009 12:52:58 P

[ Joumnal Recipient

I Browse... |
Maintenance schedule:

IHun daily from 1:00 A k. bo 500 A M. j Custamize. .. |

[~ Do nat mount this datsbase at startup

[~ This database can be cvenaritten by a restore

0k I Cancel Apply Help

© Cortex |.T. 2001-2007
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4. Restoring an Exchange 03 or 07 Server on Server 03

In the following example three steps are carried out to perform the Exchange Server restoration for Exchange
backups created using NTBackup. This example follows from the backup process completed during section 2.
This example assumes that the system is functioning properly and that Exchange Server is installed on the

system.

If you backed up Exchange Server 2007 using Windows Server Backup via a BackupAssist Windows Imaging
job, please use Windows Server Backup to restore your Exchange Server, and refer to the Windows Server
Backup documentation for the required restoration steps.

4.1 Dismounting Exchange Server stores

Before you can restore your Exchange Server database you will first need to dismount the stores you are

restoring to:

1. Launch the Exchange System Manager from the Start menu.

2. Expand the Servers tree to locate the appropriate server and storage group (screenshot below).

3. Right-click each store listed individually (typically Mailbox Store and Public Folder Store) and select

Dismount Store:

*- Exchange System Manager g

View Window Help

% File  Action

=1o]x|
ISETEY

e~ A@E B XEFRE |2

E’ First Organization {Exchange)
-1 Global Settings
[#-{_ Recipients
[=1-{_1 Servers
-5 SUGARS
la Queues
(=12 First Storage Group
=¥ ailbox Store (SUGARS

{1 Mailboxes
[0 Full-Text Indexing
=125 Public Folder Store (S
++{_ Logons
{1 Public Folder Instar
{1 Public Folders
-1 Replication Status
{1 Full-Text Indexing
[#-{_J Protocols
¥]-{_ Connectors
¢ Tools
¥ Folders

|pismounts this store

Create Full-Text I@x

Mailbox Store (SUGARS)
MName
Ea Logons
A Mailboxes
A Full-Text Indexing

Start Incremental Population:
Start Full Population

Pause Population

Stop Population

All Tasks

View
New Window from Here

Cut

Copy

Delete
Rename
Refresh
Export List...

Properties

Help

4. Your stores should have an icon with a red arrow to indicate that they have been dismounted:

[0 Global Settings

-3 Recipients

= {3 Servers

B3 SUGARS
lE Queues

Name

@Mailbox Store (SUGARS)
Ij‘@ Public Folder Store {SIUGARS)

SRS EFirst Storage Group
. B Mailbox Store (SUGARS)
3 {1 Logons
- Mailboxes
: o | Full-Text Indexing
=& Public Folder Store (SUGARS)

{1 Logons

© Cortex |.T. 2001-2007
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Run Windows Backup (NTBackup) to restore your Exchange Server database:

1.

2.

7.

Go to Start Menu > All Programs > Accessories > System Tools > Backup

If Windows Backup launches in Wizard Mode click the Advanced Mode link

Backup or Restore Wizard |
Welcome to the Backup or
Restore Wizard
Thiz wizard helps you back up or restore the files and
zettings on your computer.
If pou prefer, you can switch
zettings used for backup or 1
for advanced users only.
To cantinue, click Nest.
< Back I Mext » I Cancel |

[Optional T remote restore]: If you are restoring to a remote Exchange Server click the Backup tab and
then select Tools > Remote store from the top menu and enter the name of your remote Exchange Server.

Now click the Restore and manage media tab.

Locate the backup file or tape you wish to restore from and expand this tree until you locate the Exchange

Server Information Store.

Select each storage group you wish to restore:

Job  Edit Wiew Tools Help

'%, Backup Utility - [Restore and Manage Media]

=10l

‘wielcome I Backup Restore and Manage Media I Schedule Jobs I

Expand the desired media item, then check the box for the items ta restare. Right click on a media item for options:

Log Files
M ailbox Store [SUGARS)
Public Folder Store [SUUGARS]

51T Free Media

®-[] = 4mm DDS Hame | Size Modified |
=[] File () Log Files 3412/200312:23 PM
-1 @ BAbks created 3/12/2003 at 12:21 PM =) Mailbox Store [SU... 3/12/200312:23 PM
Qe () Public Falder Star... 3412/200312:23 PM

Click Start Restore. You will be prompted with several choices:

Restoring Database Store ) 21 x|

You have selected to restore backups from a database store.

Cancel |

Backup From: SUGARS\Microsoft Information Store’First Storage Group

Browse... |

This backup data may be restored to the original server, or
re-directed to another database server.

Restore To:
ISUGAHS

Temporary location for log and patch files:

|c:'\temp

[V Last Restore Set (Log file replay will start after this restore completes.]

© Cortex |.T. 2001-2007

12



BackupAssist WHITEPAPER | 4 4

Windows* Backup Made Easy! Exchange Server Backup and Restore

o In this example we are restoring to a local Exchange Server so the Restore To field has been
filled with the computer name of the local machine.

o The Temporary location for log and patch files should be any directory with enough free space
to perform the restore and Windows Backup will create the directory if it does not already exist.

o If you are restoring a full backup of Exchange ensure that the last two options are checked. If you
are restoring an incremental or differential backup, you should refer to the section 4 for additional
resources.

8. Click OK to begin the restore of your Exchange Server.

4.3 Checking the restore logs

Once the restore is complete, you should see the following window:

The restore is complete.

To see detailed information, click Report. ﬂj

Drive: |SUGARS Microsoft Information Store’First Stora
Label: ]BAbks created 3/12/2003 at 12:21 PM
Status: |Completed
Elapsed:
Time: I 3 sec.
Processed:

Files: I B
Bytes: I 21,013,392

Click Report to view the logs The backup log will show the results of the Exchange Server restore operation:

P backup10.log - Motepad i ] B
File Edit Format Wiew Help
RESTOre Status |

Operation: Restore

Backup of "susarsiymMicrosoft Information StorehFirst Storage Group”, Restored to"susarsyMicrosoft Inform
Backup set #2 on media #1
Backup description: "set created 3/12/2003 at 12:23 pm"

Restore started on 3122003 at 12:31 PM.
Restore completed on 3/12/2003 at 12:31 PM.
pirectaries: 4

Files: &

Bytes: 21,013,352

Time: 4 seconds

If the logs do not indicate any errors, we recommended that you now reboot your server. Your Exchange
information store should now be restored, mounted and operational.
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5. Restoring an Exchange 07 Server on Server 08

Exchange can be directly restored using the Windows Recovery Environment on Windows 2008 from backups

made through BackupAssist.

Please note: some of the instructions outlined here are available in the Windows Server Backup help file.

5.1 Perquisites for recovery process

Before attempting to restore Exchange 2007 using Windows Server Backup from a drive image backup created
with BackupAssist, make sure of the following:

You are completing the restore with Windows Server 2008. Windows Vista only provides support for drive

volume restore.

The backup you wish to restore from is located on an external hard drive.

To restore your Exchange 2007 server you must be a member of the Backup Operators or Administrators

group, or you must have been delegated the appropriate authority.

The following registry key will need to contain the string value highlighted below:

&7 Registry Editor

File Edit Wiew Favorites Help

[ Time Zones

F_| Tracing
o lUserinstallable. drivers
----- wihernPerf
----- Windows

[+ windows Swskem Health validator
- | WindowsServerBackup
i B | Application Support
: {76felacd-15F 7-4bed-

[+ winlogon
i W SEAppExchangeHelper
- |, wUDF

elach46zfb7}

{c2f52614-5e53-4858-a589-30eeb 2506 184}

=

pr

| Data |

.a!féﬁpplication Identifier REG_SZ Exchange

ECnmputer'l,HKEY_LOCF\L_MF\CHINE'l,SOFTWARE'!,MicrosoFt‘l,Windnws MTiCurrentversiontwindowsServerBackuplApplication Support|{7efelacd-15F7-4bcd-98 2

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WindowsServerBackup\Application Support\

String information

String name: Application Identifier

Data: Exchange
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After ensure that you have met all of the above prerequisites please follow the below steps to restore your

Exchange 2007 server:

1. Launch the Exchange Management
Console by navigating to Start > All
programs > Microsoft Exchange Server
2007 > Exchange Management Console.

2. Expand Server Configuration from the
left pane and select Mailbox.

3. Right-click each database listed in the
middle pane individually and select
Dismount Database.

5. Start by launching BackupAssist and click Restore in the
navigation bar.
6. Click Imaging engine restore to launch the Windows

Server Backup console.

File  Action Miew Help

BEExchange Management Console

L A ealalll 7 Nl

€3 Microsoft Exchange
Organization Configuration

Es Mailbox
I Create Filter

1 ohject

Marme_+ [ Role

Version [

Hub Transport RaDEV-SES200%

El Unified Messaging
&, Recipient Configuration
=8 Toolhox

. DEY-SBS2008

Hub Transpert, Client Ace. .

Yersion &1 (Bulld 240.5)

Database Managsment | WebDay |

Marne:

| Database File Path

Status | Copy Status

= am

~Public Folder Database

Once the databases have been dismounted, right-click
each database individually and select Properties and then
check This database can be overwritten by a restore.

I Create Fiter

C:4Program FileshMic

Mailbox Database Properties [ %]

Mailbox
General Ile\ts | Client Settings |

Disabled

Dismount Database
Move Database Path. .

Remove
Properties

Help

hame_~
i DEY-5BS2008

) |Ma\\bok Database
L 4

Database path:
Database copy path:

Last full backup:

Last incremental backup:

C:A\Program FilesiMicrosoft\Exchange Server\Maibc

Dismaunted

Thursday, 2July 2003 2:03:41 P

5s DEY-SESZ0I Status:
Database Manager Modified:
|Mame
SRt Stor = Recipient
& Mailbox
B HSecond St |
4 Public F

Maintenance schedule:

Browse...

|Hun daily from midright to 4:00 &M

I~ Do not mount this database at startup

¥ This database can be ovenaritten by a restore

x| Customize

o]

Cancel | dppb | Heb |

Ble Edt View Settings  Help

& BackupAssist 5.2.0

@ Home . Jobs ‘B Monitor . Reports ‘ Events f; Sett|

Y4 »
+ &+ Image engine restore

Use the Windows Imaging console to restore
image backups made with BackupAssist

% Restore using NTBackup

Use NTBackup to restore backups made with
BackupAssist

@ \7; SOL restore @
Use the BackupAssist SQL restore wizard to get
your data back Fast!

@
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Click Recover under the Actions pane.

Once the Recovery Wizard has launched,
select “This server”, and then click Next.

Select the date from the calendar and the
time from the drop-down list of the backup
you want to restore from. If you are
recovering from this computer and the
backup you select is stored on a removable
media drive, you will be prompted to insert
the relevant media. Then click Next.

WHITEPAPER
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s Windows Server Backup

‘Ewle Action  View Help
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[i[=] B3

|e= @A

Local =

Y
Vg‘, You can perform a single backup or schedule a regular backup using this application

Windows Server Backup

| Actions

¥ Backup Once...

1® Recover...

A A been
£ Use the Backup Schedule Wizard to set up a regular, automated backup to protect your data,

Messages

[ Description
Volume 1 (6%) of 3 volume(s)

[ Message
Backup

[Time_~
() 27/02j2009 10:27 vt
(i) 28/02/2009 4:58 P11
(i) 25/02/2009 4:20 P
(i) 26/02/2009 3:54 PM

L]

View

H b

Application recovery
Backup
Backup

Successful
Successful
Successful =l

Status

Last Backup Next Backup All Backups

status: (@ Successul Status:  Not scheduled
26[02/2009 4:20PM Time: -
B view details

Total backups: 95 copies

Latest copy: 26/02/2009 4:20 PM
Oldest copy:  13/11/20088:17 AM
[ view details

Time:
B view detais

Windows Server Backup (Local)

¥ Backup Schedule...

Configure Performance Settings...

Connect To Anather Computer...

When asked what you would like to recover, choose the option for Applications, and click Next.

Under Applications, highlight “Exchange”, and then

click Next.

Under Recovery destination, select

location, and then click Next.

Review the details, and click Recover to restore

your Exchange Server.

Original

1@ Recovery Wizard
+
5 Select backup date
=
Getting started Oldest availsble backup:  13(11/2008 8:17 AM
Select backup date Mewest avalable backup:  27/02/2009 10:27 AM
Select recovery bype
. i fwailable backups
Select items to recover Select the date of a backup ko use for recovery.
Specify recovery options Backup date: 27/02j2009
iZonfirmation n February 2009 u Time: 10:27 &M -
Recovery progress -
 progr bon Tue Wed Thu Fri Sat Sun Lotation: \GershuiniUsershaarond..
26 27 28 29 30 31 1
2 3 4 5 6 7 38

9 10 11 12 13 14 15

18 17 18 18 20 21 22

23 24 25 26 [prl 05

Backups are available For dakes shown in bold.
< Previous I Mext > I Recayer | iZancel I

4
‘y Select application

Getting started select applcation to recover.

select backup date e

Selsct recovery type
= windows Sharepoint Services

Specify recovery options
Confirmation

Yiew Details

Recovery progress

You can then view the status of the recovery operation and whether or not it was successfully completed.

Once

Database.

recovery operation completes successfully,
return to the Exchange Management Console (step
1) and mount each of the restored databases by right-
clicking each one individually and selecting Mount

., DE¥-SBS2008

Database Managernent |wgb|:)nv |

MName | Database File Path | Status

| Copy Status

R

esMailboy Database

C\Program FilesiMicrosoft...  Mounted

Sk | Mount Database

C:\Program Fil

Remove

Help
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6. Restoring Exchange 07 mailboxes via the Recovery
Storage group on Server on Server 08
Exchange can be directly restored using the Windows Recovery Environment on Windows 2008 from backups
made through BackupAssist.
Please note: some of the instructions outlined here are available in the Windows Server Backup help file.
6.1 Perquisites for recovery process
Before attempting to restore Exchange 2007 using Windows Server Backup from a drive image backup created
with BackupAssist, make sure of the following:
You are completing the restore with Windows Server 2008. Windows Vista only provides support for drive
volume restore.
The backup you wish to restore from is located on an external hard drive.
To restore your Exchange 2007 server you must be a member of the Backup Operators or Administrators
group, or you must have been delegated the appropriate authority.
The following registry key will need to contain the string value highlighted below:
&' Registry Editor
File Edit Wew Favorites Help
EI Time Zones :] Mame | Type | Data |
- [ Tracing b Defaylt) REG 52 {value not set)
""" Userinstallable. drivers .a_lf_inpplication Identifier REG_SZ Exchangel
----- WhemPerf
----- Windows
- Windows System Health Yalidator
Bl | WindowsServerBackup
=R Application Support
- Winlogon il
WSBAppExchangeHelper
. WUDF -
4] I»I_I
|C0mputer'l,HKE\"_LOCAL_MACHINE\,SOFTWARE'l,MicrosoFt'l,Windows NTiCurrentYersioniWindowsServerBackuplApplication Supporti{76Felacd-15F7-4bed-98 2
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WindowsServerBackup\Application Support\
String information
String name: Application Identifier
Data: Exchange
6.2 Performing the recovery of your data from an Image backup
After ensure that you have met all of the above prerequisites please follow the below steps to restore your
Exchange 2007 server: e —— —

file Edt View Settings Help

1. Start by launching BackupAssist and click Rtk R Riol oo Tl iy e

Restore in the navigation bar
o) Job{1) (27/02}2009
3%+ Image engine restore @ ‘>1 SOL restore ) = 10:2711000)
: 3
Use the Windows Imaging console to restore Use the BackupAssist SQL restore wizard to get
image backups made with BackupAssist your data back Fast!
2. Click Imaging engine restore to launch the b Rostore using NTBackup ° @ sob{ay27/ozizo09
i Use NTBackup to restore backups made with @ sob:2sjoziz009
Windows Server Backup console. i st
) System drive image
to rdx:25/02/2009

© Cortex |.T. 2001-2007




Q-‘

BackupAssist
<

Windows" Backup Made Easy!
=

WHITEPAPER
Exchange Server Backup and Restore

18

. . s Windows Server Backuj [_[o[x]
3. Click Recover under the Actions pane. e
K Aol 7 o7
“}%: You can perform a single backup or schedule a regular backup using this application ;“1:;::::::‘“', foce) =
4. Once the Recovery Wizard has launched, R T ot oo b oprtetyour zzzjif”‘*"‘
select “This server”, and then click Next. — Conlipeo Prfrmancs Stgs.
[ Time_~ [ Message [ Description | | Connect To Anather Computer...
(i) 27/02/2009 10:27 AM  Backup Volume 1 (66%) of 3 volume(s) -
(i) 26/02/2009 4:58PM  Application recovery  Successful Vien %
(i) 26/02/2009 4:20PM  Backup Suceessful H tep
(i) 26/02/20093:54PM  Backup Successful =l
Last Backup Next Backup All Backups -
Status: (@) Successful Status: Notschedued  Total backups: 95 copies
Time: 26{02/2009 4:20 PM Time: Latest copy: 26/02/2009 4:20 PM
m View details ﬂ Yiew details Oldest copy: 13/11/2008 8:17 AM
= s ) view detais
ly 15 ‘
5. Select the date from the calendar and the
time from the drop-down list of the backup t.
‘Q& Select backup date
you want to restore from. If you are =
recovering from this computer and the ety e Oldest avallsble backup:  13{11/2008 8:17 A1
: Select backup dats Newest avallable backop:  27/02/2009 10:27 AM
backup you select is stored on a removable p—— o
medla drlvev yOU WI” be prompted to Insert Select items to recover g;:L?t:e;;teE?ahackuptuusefurrecwsry.
the relevant media. Then click Next. A Backup date:  27/02{2009
Confirmation n February 2009 n Time: IlU:Z? M -
Recovery prootess W gz Y\GershwinisersiAaron. ., ..
2 3 4 5 6 T 8
9 10 11 12 13 14 15
. 18 17 18 19 20 21 22
6. When asked what you would like to recover, 23 24 25 26 Rl =
choose the option for Applications, and click
N ext Backups are available For dates shown in bold,
< Previous I Mext = I Recover | Cancel I
7. Under Applications, highlight “Exchange’, ISkl
. @
and then click Next. \y Select application
Getting started Select application ko recover,
Select backup date fllectiist
L Select E
8. Under Recovery destination, select Recover o indows Shareport. Servces
to another location, select a directory  specryrecavery sptions
. Wigwe Detail
located on the Exchange server, then click = =*™*" [FRE]
Recovery progress
Next.
< Previous I Next > I Recover I Cancel I
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Review the details, and click Recover to restore the Exchange Server databases to your chosen directory.
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6.3 Creating and populating the Recovery storage group.

1. Once the recovery process has completed navigate to the directory containing the backup of your storage
group. You will need to rename all of the files in this directory beginning with an ‘E’ to begin with ‘R’. This

includes all of your log files.

Initially you will have:

Falders

| Exchangerestore
) C_
. Program Files
| Microsaft
| Exchange Server
J Mailbox
. First Storage Group

. Second Storage Group

After the renaming you would have:

Faolders

. Exchangerestore
LT
. Program Files
) Microsoft
, Exchange Server
J Mailbox
. Firsk Skarage G@roup

. Second Storage Group

Mare = | -| Date modified | v| Tvpe | -| Size | -| Tags | -|
|| Mailbox Database edb 26/02/2009 2:13... EDE Filz 20,496 KB
% EO0.chik 3/03/2009 .51 PM Recovered File F... KB
= Entmp.log 5/03/2009 10:02...  LOG File 1,024 KB
&' E0O0000150F . log Z/03/2009 10:35... LOGFile 1,024 KB
[E' EONOO0O151A4.10g 3/03/2009 12:57... LOGFile 1,024 KB
& E000000151E.log 3f03/2009 1:12 AM LOG File 1,024 KB
E E00O000151C, log 3/03/2009 1;27 &M LOG File 1,024 KB
[ E0000001510.lag 3J03/2009 1:42 aM LOG File 1,024 KB
[ E0OO0001S1E. log 3/03/2009 1;57 aM LOG File 1,024 KE
Marme = | -| Date modified | v| Tvpe | -| Size | -| Tags | v|
| |Mailbox Database edb  26/02/2009 2:13... EDB Filz 20,496 KB
%) RON.chk. 3/03/2009 051 PM Recovered File F... SKE
[E| Ro0tmp.log 3/03/2009 10:02.., LOG File 1,024 KB
[E'| ROOOODO150F Jog Z2/03/2009 10:35.,, LOGFile 1,024 KB
= ROOO0001514. log 3/03/2009 12:57... LOGFie 1,024 KB
' ROOO000151E.log 3/03/2009 1;12 aM LOG File 1,024 KB
= ROO0000151 . lag 3J03/2009 1:27 AM LOG File 1,024 KB
= ROOO0001510.log 3/03/2009 1;42 aM LOG File 1,024 KE
= RO0OODO1S1E. log 3/03/2009 157 AM LOG File 1,024 KE

2. You will now need to create a Recovery Storage Group to mount the database you are restoring. Begin by
launching your Exchange Management Console and opening the Disaster recovery toolbox from the

Toolbox node in the Exchange tree.
BB Exchange Management Console

File  Action Wisw Help

&= |x=H=

£3 Microsoft Exchange

jaae| Organization Configuration
= Server Configuration

?_J Recipient Configuration
=3 Toolbox

H EEE

Configuration management tools

;%« Best Practices Analyzer

Disaster recovery tools

4" e Database Troubleshooter
DDD? Traubleshoot store mounting and other data...

Mail low tools

,_.Fﬂ: Mail Flow Troubleshoater

Check the configuration and health of swour E...
Details Templates Editor
Allows management of Exchange Server 200..,

_‘;I' Public Folder Management Console
—| Allows management of Exchange Server 200.,,,

Actions

« | | Toolbox
% Cpen Tools Website ...
Wi
|G Refresh
ﬁ Help
Database Recovery Management
ﬁ Cpen Tool,..

E Help
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When the Disaster recovery toolbox loads you will need to specify you server's name in order to connect

to it. Enter the required details and click Next.

We will now make a Recovery Storage group. Click Create Recovery storage group to being the process.

Once the wizard begins select the storage group
you are going to restore to the RSG, then choose
Next.

It is recommended that you use the default
settings for the creation of the recovery storage
group for ease of recovery. Make a note of the
Recovery database path as you will need it in a
few minutes. Once you have done this click Create
recovery storage group and complete the wizard.

% Microsoft Exchange Troubleshooting Assistant

Microsoft Exchange Troubleshooting Assistant

[ welcome
[ Select atask
[ Restart current task

[ Select aresut fie to view

B tiew areport
See also
[ The Exchange
Troublesheoling
Assistart Help

[ dbout the Exchange
Troubleshooting
Assistant

[ Send feedback and
suggestions about this
tool to Microsoft

[ Updates and Customer
back

Steps

Mount of Dismount D atabase <
Fietrieve Informaion From Act
Task Center

Remove the Recavery Storag
Flemaving Recaver Storags
Display Remove RS Result

Retrieve Information From Act
Task Center

Select Original Storage Group
1) | 3

[_[o]x]

i Windows Server System

Select the Storage Group to Link with the Recovery
Storage Group

Server name: DEV-SB52008

Second Sterage Group

The recoven storage group s linked to an existing storage group. Ol dotabases rom the finked storage group can be
mountted in the recovery storage roun

Previous B3 Mest

@007 Microsoft Corporation. Al rights ressrved

Once you have completed the wizard, launch an explorer window and navigate to the Recovery database
path. Copy the renamed files from step 1 into this folder.

After copying the renamed database files go back to the Disaster recovery toolbox and click Mount or
dismount databases in the Recovery storage group. Select the newly created RSG and mount it.

Once the RSG has mounted and you have returned
to the menu of the DRT, click Merge or copy
mailbox contents.

Ensure that the correct mailbox is present in the
recovery storage group selection then click Gather
merge information.

Double check the merge details then click Perform
pre-merge tasks.

Select the mailboxes you wish to merge and then
choose Perform merge actions.

You will be presented with the merge results; check
that all tasks were successful and then click Go back
to task centre.

1 Microsoft Exchange Troubleshooting Assistant

Microsoft Exchange Troubleshooting Assistant

L] welcome
[ Select a task

[ Restart cunent task

[ Select aresult file to view

B View a report
See also

[ The Exchange

6.4 Performing merge from your Recovery storage group.

[_[Ofx]

12 \Windows Server System

Select Mailboxes to Copy or Merge i

Server name: DEV-SBS2008
Fiecover storage graup name: Recaver Storage Group
Linked storage group name: Fist Storage Group
Selected database name: Maibox Database

Linked database name: Maibow D atabase

Matched mailboxes

Displsy Name | Mailbox GUID [ Enchange Legacy Distinguished Name |

Agsistant Help

[ About the Exchange
Tioubleshoaling
Assistant

[ Send feedback and

suggestions about this

tool to Microsoft

[ Updates and Customer

Feedback

Steps:

Backup Assist 90343223-6394-4463-b54b-54e0870a7f0  /D=FIRST ORGANIZATION/OU=EXC

Getling Flun Informatian
Select Task

Check Connectivity

Task Center

|

Checking if unring on Edge ™
Riead Registy Information

Enler Server and Use Inform:
Retieve Infomation From Act |

Set datahase merge opior

Save Select All Unselectal |

B Perform merae actions

Previous

L)

©2007 Microsoft Corporation. Al ighis reserved.

Don't forget to remove the Recovery storage group after you have finished with it. This can be done via the
Remove the recovery storage group option from within the disaster recovery toolbox.
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7. Additional Resources

Microsoft Technet has some very detailed articles on Exchange Server. These are very technical in nature, and
are suitable for system administrators. The following specific resources may prove useful, particularly if you are
looking to perform a Differential or Incremental restore of your Exchange Server.

Resource Web Address

Exchange 5.5 Disaster Recovery http://www.microsoft.com/technet/prodtechnol/exchange/55/supp
ort/exdisrec.mspx

Exchange 2000 Server Database Recovery  http://www.microsoft.com/technet/prodtechnol/exchange/2000/su
pport/dbrecovr.mspx

Exchange Server 2003 Disaster Recovery  http://technet.microsoft.com/en-us/library/bb125070.aspx

Exchange Server 2003 Administration http://www.microsoft.com/downloads/details.aspx?Familyld=98E4
Guide 5481-1458-4809-97D6-50D8AEEBD8A1&displaylang=en

Exchange Server Resources http://technet.microsoft.com/en-us/exchange/default.aspx
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